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Abstract of the contribution: This paper discusses the security aspects of Ambient IoT Services based on the solutions in TR 23.700-13 v0.3.0, and proposes to send LS to SA3 to confirm the security requirements.
[bookmark: _Hlk513714389]1. Discussion
The support of Ambient IoT Services is formulated as Key Issue #3 of TR 23.700-13, and two typical Ambient IoT Services are identified, i.e. Inventory and Command. Several solutions in TR 23.700-13 v.0.3.0 addressed this key issue by providing end-to-end call flow, and security issues related to the Ambient IoT Services are identified. It is believed that confirmation from SA3 on these security issues would be helpful for refining/evaluating/concluding solutions.
This paper briefly introduces SA1 requirements and RAN2 progress and tries to summarize the security issues related to the Inventory and Command procedures under discussion in SA2 and proposes to send LS to SA3 to confirm the security requirements.
1) Security Requirements of AIoT Services from SA1
The security and privacy requirements for Ambient IoT are specified in TS 22.369 as followings.
5.2.6	Security and privacy
The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 
The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.
Based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a group of Ambient IoT devices. 
It can be seen from the above that SA1 defines high level security and privacy requirements for Ambient IoT, and the detailed security requirements on AIoT Service depend on SA2/SA3 discussion.
Observation 1: SA1 defines high level security and privacy requirements for Ambient IoT, and the detailed security requirements on AIoT Service depend on SA2/SA3 discussion.
2) Security assumptions from RAN2
The following agreement was achieved during the RAN2#125bis meeting.
7. RAN2 will continue the study of ambient IoT assuming no support of AS security until SA3 provides further input.
Observation 2: RAN2 assumed no support of AS security for AIoT Service, and security requirements on AIoT Service depend on SA2/SA3 discussion.
3) Security issues of AIoT Services identified by SA2
Several solutions of TR 23.700-13 v0.3.0 provides detailed end-to-end call flow to support the Ambient IoT Services and some specific security issues are identified, the followings are some examples.
For solution #3
-	In Inventory procedure, the EPC and the bitmask are included in the Inventory Request message from Reader to AIoT Device, and the Device ID is included in the Inventory Response message from AIoT Device to Reader.
-	In Command procedure, a Command is included in the Send Command message from Reader to AIoT Device, and a Command Response is included in the Send Command Response message from AIoT Device to Reader. It is assumed that Commands and Command Responses are end-to-end protected between AF and AIoT Device.
For solution #5
-	In Inventory/Command procedure, a NAS message (Device ID, service operation) is included in the AS message from BS Reader to AIoT Devices, and a NAS message (Device ID, AIoT data) is included in the AS message from AIoT Device to BS Reader. The service operation could be Inventory or Command defined by AMF/AIoTF or AF.
For solution #17
-	In Inventory procedure, the MASK information and an optional indication of data reporting are included in the Paging-like message from BS Reader to AIoT Device, and the truncated AIoT Device ID and optionally cached data are included in the Inventory Response NAS message from AIoT Device to BS Reader.
-	In Command procedure, the AIoT Command NAS message is relayed by Reader RAN to the AIoT Device, and the AIoT Device sends the AIoT Command Service Accept NAS message to AMF/AIoTMF.
Looking into the above example solutions and other solutions in the TR 23.700-13, for the Inventory procedure, at least MASK information/Device ID should be included in the Inventory Request message from Reader to AIoT Device, and Device ID should be included in the Inventory Response message from AIoT Device to Reader. Whether these parameters needs to be security protected requires confirmation from SA3.
Observation 3: For the Inventory procedure, at least MASK information/Device ID should be included in the Inventory Request message from Reader to AIoT Device, and Device ID should be included in the Inventory Response message from AIoT Device to Reader.
Proposal 1: Send LS to SA3 to ask whether MASK information/Device ID in the Inventory Request message and whether the Device ID in the Inventory Response message needs to be security protected.
For the Command procedure, the Device ID and Command operation (e.g. Read, Write, Disable) should be included in the Command Request message from Reader to AIoT Device, and the Device ID and Command result (e.g. success, AIoT data) should be included in the Command Response message from AIoT Device to Reader. Whether these parameters needs to be security protected requires confirmation from SA3.
Observation 4: For the Command procedure, the Device ID and Command operation (e.g. Read, Write, Disable) should be included in the Command Request message from Reader to AIoT Device, and the Device ID and Command result (e.g. success, AIoT data) should be included in the Command Response message from AIoT Device to Reader.
Proposal 2: Send LS to SA3 to ask whether Device ID and Command operation in the Command Request message and whether the Device ID and Command result in the Command Response message needs to be security protected.
2. Proposals
It is proposed to agree the following proposals and the LS to SA3 in S2-24xxxxx.
Proposal 1: Send LS to SA3 to ask whether MASK information/Device ID in the Inventory Request message and whether the Device ID in the Inventory Response message needs to be security protected.
Proposal 2: Send LS to SA3 to ask whether Device ID and Command operation in the Command Request message and whether the Device ID and Command result in the Command Response message needs to be security protected.
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